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INTRODUCTION 
 
 
The Regulation of Investigatory Powers Act 2000 (“RIPA”) provides a statutory 
framework for police and public authorities to use surveillance and 
communications data, where necessary and proportionate, for the purpose of 
preventing or detecting crime.  RIPA regulates the use of these powers in a 
manner that is compatible with the Human Rights Act. 
 

 The Royal Borough of Kensington and Chelsea and London Borough of 
Hammersmith & Fulham use RIPA to undertake directed surveillance and access 
communications data in order to detect and prevent crimes such as fly-tipping 
offences under the trading standards legislation, drug dealing, and fraud.   
 
Whilst RIPA itself provides no specific sanction where an activity occurs which 
should otherwise have been authorised any evidence thereby obtained may be 
inadmissible in court. The activity may also be unlawful under the Human Rights 
Act and may result in an investigation by the Ombudsman and/or the 
Investigatory Powers Tribunal.      
 

This is a Bi Borough policy and where the term “the Council” is used it will apply 

to both the Royal Borough of Kensington and Chelsea and London Borough of 

Hammersmith & Fulham. 

 

RIPA provides that responsibility for authorising directed surveillance, use of a 
CHIS or acquisition of communication data lies with a ‘Director, Head of 
Service, Service Manager or equivalent.  (see page    for details) 
 
In Part 1 of RIPA this Officer is known as the “Designated Person” (DP) and in 
Part II as the “Authorising Officer” (AO). 
 

This policy must be read in conjunction with current Home Office guidance.    
 

COMMUNICATION DATA 

 
Part I of Chapter II of RIPA relates to the accessing of communications data from 
service providers. This section does NOT allow for the interception of 
communications (e.g. bugging of telephones etc). Local authorities are not 
permitted to intercept the content of any person’s communications and it is an 
offence to do so without lawful authority 
 
Who or What is a Communications Service Provider? 
 
Communications Service providers (CSP’s) are anyone who provides a service 
via a telecommunications network – a telephone communications network is the 
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foundation of all telephonic communications be it voice, data, video or internet. 
Some of the more commonly known examples of service providers are 
companies such as British Telecom, EE, Vodaphone, etc. 
 
What is communications data? 
 
The term communications data embraces the ‘who’, ‘when’ and ‘where’ of 
communication but not the content. 
 
It includes the manner in which, and by what method, a person or machine 
communicates with another person or machine. It excludes what they say or 
what data they pass on with the communication. 
 
Communications data is generated, held or obtained in the provision delivery and 
maintenance of postal or telecommunications services.     
  
The Council only has power to acquire subscriber Information or service use data 
under Section 21(4)(b) and (c) of RIPA. 
 
Service use data S21 (4) (b) 
 
This includes: 

� Periods of subscription/use 
� Itemised telephone call records 
� Information about the provision of conference calling, call messaging, 

call waiting and call barring services   
� Itemised timing and duration of service usage (calls and /or 

connections)  
� Connection/Disconnection information 
� Itemised records of connections to internet services 
� Information about amounts of data downloaded and/or uploaded 
� Provision and use of forwarding/redirection services 
� Records of postal items e.g. registered, recorded or special delivery 

postal items 
� Top-up details for mobile phones - credit/debit card details and 

voucher/e-top up details 
 
 
Subscriber Information S21 (4) (c)  
This includes: 
 

� Name of account holder/ subscriber  
� Billing, delivery and installation address (es) 
� Contact telephone number(s) 
� Bill payment arrangements including bank/credit card details 
� Collection/delivery arrangements from a PO box  
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� Services subscribed to by the customer  
� Other customer information such as any account notes, demographic 
information or sign up data (not passwords)   

 
Single Points of Contact 
 
Service Providers will only respond to requests from Local Authorities via 
designated single points of contact (SPoC) who must be trained and authorised 
to act as such. SPoC’s should be in a position to: 

� Advise applicants if their request is practicable for the service provider 
� Advise designated persons as to the validity of requests 
� Advise applicants and designated persons under which section of the Act 

communications data falls. 
 
The National Anti Fraud Network (NAFN) provides a SPoC service to the  
Council precluding the Council from the requirement to maintain their own trained 
staff and allowing NAFN to act as a source of expertise. All applications for 
Communication data must be submitted to NAFN who will assist and advise 
officers and submit the applications to the Designated Person for authorisation.   
 
Once the application has been approved by a Designated Person and Judicial 
Approval has been obtained NAFN, acting as SPOC, will serve a Notice on the 
relevant service provider requiring the service provider to obtain and provide the 
information.   
 
RIPA makes provision for the service providers to charge a fee for the provision 
of information requested and obtained under the Act. 
 

 

DIRECT SURVEILLANCE & COVERT HUMAN INTELLIGENCE SOURCES 

 
Part II of Chapter II RIPA deals with Direct Surveillance & Covert Human 

Intelligence Sources. It covers intrusive surveillance, directed surveillance and 

use and conduct of Covert Human Intelligence Sources (known as “CHIS”) who 

are more recognisable as agents, informants or undercover officers. The 

provisions aim to regulate the use of these investigative techniques and to 

prevent the unnecessary invasion of the privacy of individuals, essentially to a 

strike a balance between private and public rights. 

 
Surveillance 
 
Surveillance has a broad definition in the Act.  It includes: 
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a)  Monitoring, observing or listening to persons, their movements, 
conversations or other activities or communication. “Persons” includes 
limited companies, partnerships and cooperatives as well as individuals.  

 
b)  Recording anything monitored, observed or listened to in the course of 

surveillance,  
 
c) Surveillance by or with the assistance of a surveillance device 

 
Covert Surveillance 
 
Covert surveillance is surveillance: 
 
“Carried out in a manner calculated to ensure that persons who are subject to the 
surveillance are unaware that it is taking place”. 
 
Surveillance which is carried out in the open and is not hidden from the persons 
being observed does not need to be authorised under RIPA.   
 
Intrusive Surveillance 
 
Local authorities can not carry out or authorise intrusive surveillance in any 
circumstances.  Intrusive surveillance is surveillance: 
 
a) carried out in relation to anything taking place on any residential premises 

or in any private vehicle; and  
 
b)  which involves the presence of an individual on the premises or in the 

vehicle or is carried out by means of a surveillance device; or  
 
c)  is carried out by means of a surveillance device in relation to anything 

taking place on any residential premises or in any private vehicle but is 
carried out without  that  device being present on the premises or in the 
vehicle, where the device is such that it consistently provides information 
of the same quality and detail as might be expected to be obtained from a 
device actually present on the premises or in the vehicle.  

 
Surveillance will not be intrusive if it is carried out by means of a surveillance 
device designed principally for the purpose of providing information about the 
location of a vehicle. 
 
Directed Surveillance 
 
RIPA provides that directed surveillance is surveillance, which is covert, and 
not intrusive and is undertaken: 
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(a) For the purpose of a specific investigation or a specific operation 
 
(b) In such a manner likely to result in obtaining private information about any 

person (whether or not one specifically identified for the purposes of the 
investigation or operation); and 

 
(c) Otherwise than by way of an immediate response to events or circumstances 

where it would not be reasonably be practical for an authorisation to be 
sought. 

 
Private information is any information relating to a person’s private or family life 
including his or her relationships with others.  The term is broadly interpreted  
and may include business or professional activities.  The fact that covert 
surveillance is carried out in a public place or on business premises does not 
mean that it cannot result in obtaining personal information.   
 
When conducting covert test purchase operations at more than one 
establishment, it is not necessary to construct an authorisation for each premise 
to be visited but the intelligence must be sufficient to prevent “fishing trips”.  
Premises may be combined within a single authorisation provided that each is 
identified at the outset.  Necessity, proportionality and collateral intrusion must be 
carefully addressed in relation to each of the premises.  It is unlikely that 
authorisations will be considered proportionate without demonstration that overt 
methods have been attempted and failed. 
 
Surveillance Equipment 
 
At LBHF all mobile surveillance equipment is kept in a secure area, within a 
locked cabinet, in a locked room with cardex access. Access to the area is 
controlled by the Anti-Social Behaviour Unit, who maintain a spreadsheet log of 
all equipment taken from and returned to the area  
 
At RBKC’s a small range of hand held cameras are stored in a lockable cabinet 
adjacent to the Corporate Investigation Group’s team area. 
 
Covert Human Intelligence Sources (‘CHIS’)   
 
RIPA defines a person as a CHIS if: 
 
(a) S/he establishes or maintains a personal or other relationship with a 

person for the covert purpose of facilitating the doing of anything falling 
within paragraph (b) or (c) below; 

 
(b) S/he covertly uses such a relationship to obtain information or to provide 

access to any information to anther person; or 
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(c) S/he covertly discloses information obtained by the use of such a 
relationship or as a consequence of the existence of such a relationship. 

 
A person who reports suspicion of an offence is not a CHIS and they do not 
become a CHIS if they are asked if they can provide additional information, e.g. 
details of the suspect’s vehicle or the time that they leave for work. It is only if 
they establish or maintain a personal relationship with another person for the 
purpose of covertly obtaining or disclosing information that they become a CHIS. 
 
The times when a local authority will use a CHIS are limited and it is Council 
policy not to do so.  But, it is recognised that the occasion may arise when a 
CHIS appears unexpectedly and has to be authorised and managed.  
Determining the status of an individual or organisation is a matter of judgement.  
Council Officers should avoid inducing individuals to engage in the conduct of a 
CHIS either expressly or implicitly without obtaining a CHIS authorisation. 
 
When a young person carries out a test purchase at a shop, he is unlikely to be 
construed as a CHIS on a single transaction but this would change if the juvenile 
revisits the same establishment in a way that encourages familiarity.  If covert 
recording equipment is worn by the test purchaser, or an adult is observing the 
test purchase, it will be desirable to obtain an authorisation for directed 
surveillance.  In all cases a prior risk assessment is essential in relation to a 
young person. 
 
If it is necessary to use a CHIS who is, or appears to be, under the age of 16: 

• written parental consent must be obtained prior to authorisation; and  

• the duration of such an authorisation is 1 month instead of the usual 12 
months, and  

• The Authorising Officer must be the Joint Chief Executive.   
 
Under no circumstances must a CHIS under the age of 16 be used to obtain 
information about their parent or guardian.   
 
Any deployment of a CHIS should take into account the safety and welfare of that 
CHIS. Before authorising the use or conduct of a CHIS, the Authorising Officer 
must ensure that an appropriate risk assessment is carried out to determine the 
risk to the CHIS of any assignment and the likely consequences should the role 
of the CHIS become known. The ongoing security and welfare of the CHIS, after 
the cancellation of the authorisation must also be considered at the outset. 
 
The processes for authorisations are the same as for surveillance (see below 
and appendix 2). 
 
 
In addition to the following arrangements must be in place at all times: 
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(a) there must be an appropriate officer of the Council (“CHIS handler”) who 
has day-to-day responsibility for dealing with the CHIS, and for the 
security and welfare of the CHIS; and 

(b)  there must be a second appropriate officer of the Council who has 
general oversight of the use made of the CHIS, and who will have 
responsibility for maintaining a record of this use. (“CHIS controller”)These 
records must also include information prescribed by the Regulation of 
Investigatory Powers (Source Records) Regulations 2000.  

 
The  CHIS handler is responsible for bringing to the attention of the CHIS 
controller any concerns about the personal circumstances of the CHIS, insofar as 
they might affect the validity of the risk assessment, the conduct of the CHIS, and 
the safety and welfare of the CHIS. 
 
 
Any records that disclose the identity of the CHIS must not be available to 
anyone who does not have a need to access those records. 
 
 
AUTHORISATION PROCEDURE 
 
The Home Office has produced model forms to assist with the requirements of 
the authorisation process.  Copies of the forms are attached at Appendix 3.       
Authorisation must be obtained in relation to each separate investigation. 
 
All applications for authorisations, and the authorisations themselves, must be in 
writing.  
 
Judicial Approval 
 
The Authorisation does not take effect until the court has made an order 
approving the grant of the authorisation.  
 
The court has the power to refuse to approve the authorisation and to make an 
order quashing the authorisation. 
 
The Procedure for authorising RIPA applications and seeking Judicial Approval is 
at Appendix 1. 
 
Authorising Officers/ Designated Person. 
 
RIPA provides that responsibility for authorising directed surveillance, use of a 
CHIS or acquisition of communication Data lies, within a local authority, with an 
‘Director, Head of Service, Service Manager or equivalent.   
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On    2014 the Royal Borough of Kensington and Chelsea and London Borough 
of Hammersmith and Fulham entered into an Agreement pursuant to Section 113 
of the Local Government Act 1972. Under the terms of this Agreement it is 
agreed that Officers employed by one borough are made available to the non 
employing borough for the purpose of authorising conduct under RIPA and 
conduct of a similar nature which is not regulated by the Act and any function 
incidental to the same. 
 
The Section 113 Agreement is at Appendix 4 
 
The following Officers are empowered to act as Authorised persons for 
applications for surveillance and CHIS, and as Designated Persons for 
applications for Communication data.   
 

• The Joint Chief Executive: Nicholas Holgate  

• Andy Hyatt – Tri Borough Head of Fraud  

• David Page: Bi Borough Director for Safer Neighbourhoods,  

• Claire Rai; Head Of Service, Safer Neighbourhoods  

• Ann Ramage:  Bi Borough Head of Environmental Health (Commercial)  

• Valerie Simpson:  Bi Borough Head of Environmental Health (Licensing 

and Trading Standards). 

 
Officers should not be responsible for authorising investigations in which they are 

directly involved. 

 
All Authorising Officers/Designated Persons must have current working 
knowledge of human rights principles, specifically those of necessity and 
proportionality,  
 
 
Confidential Information 
 
This consists of matters subject to legal privilege, confidential personal 
information or confidential journalistic material.  If the investigation is likely to 
obtain such information such information may be (will be?) monitored or 
observed  please seek urgent legal advice. 
 
Only the Joint Chief Executive can authorise a Confidential Information 
authorisation.  No other level of Authorising Officer/Designated Person  is 
permitted to sign such an authorisation. 
 
Necessity and Proportionality 
 
A local authority is required to show that an interference with an individual’s right 
to privacy is justifiable, to the extent that it is both necessary and 
proportionate. 
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Directed Surveillance can only be authorised where the Authorising Officer 
Person believes, in the circumstances of a particular case, that it is necessary 
for the purpose of preventing or detecting crime or of preventing disorder and 
meets the “Crime Threshold” where the criminal offences being investigated 
meets one of the following conditions: 
 

• The criminal offences, whether on summary conviction or on indictment, are 
punishable by a maximum term of at least 6 months imprisonment  

or 
An offence under: 

• S146 of the Licensing Act 2003 ( sale of alcohol to children) 

• S147 of the Licensing Act 2003 (allowing the sale of alcohol to children) 

• S147A of the Licensing Act 2003 (persistently selling alcohol to children) 

• Section 7 of the Children and Young Persons Act 1933 (sale of tobacco, 
etc to persons under 18). 

 
To authorise the use of a CHIS or to obtain communication data the Authorising 
Officer/Designated Person must believe it is necessary for the purpose of 
preventing and detecting crime or of preventing disorder. 
 
Proportionality is a key concept of RIPA. The Authorising Officer/Designated 
Person must also believe that the directed surveillance or use of a CHIS is 
proportionate to what it is sought to achieve.  In effect, any intrusion into 
individual’s privacy should be no more than is absolutely necessary.   
 
The authorisation should demonstrate how an Authorising Officer/Designated 
Person has reached the conclusion that the activity is proportionate to what it 
seeks to achieve; including an explanation of the reasons why the method, tactic 
or technique proposed is not disproportionate (the proverbial 'sledgehammer to 
crack a nut'). 
. 
The following elements of proportionality should be considered: 

• balancing the size and scope of the proposed activity against the gravity 
and extent of the perceived crime or offence; 

• explaining how and why the methods to be adopted will cause the least 
possible intrusion on the subject and others; 

• considering whether the activity is an appropriate use of the legislation 
and a reasonable way, having considered all reasonable alternatives, of 
obtaining the necessary result; 

• evidencing, as far as reasonably practicable, what other methods had 
been considered and why they were not implemented 
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Collateral Intrusion 
 
As part of this process an assessment should be made of the risk of what is 
termed ‘collateral intrusion’ - intrusion into the privacy of persons other than 
those that are the subjects of investigation.  Measures should be taken, wherever 
possible, to avoid or minimise unnecessary intrusion into the lives of those not 
directly connected with the investigation. 
 
If collateral intrusion is inevitable, publication of the material/evidence obtained 
must be carefully controlled.  If the evidence is used in court proceedings, if may 
be possible to deal with collateral intrusion by editing 
 
 
DURATION OF AUTHORISATIONS – REVIEW, RENEWAL AND 
CANCELLATION 
 
Directed Surveillance and CHIS 
 
An authorisation for directed surveillance will last 3 months unless cancelled or 
renewed and must be cancelled when no longer necessary or proportionate. 
 
An authorisation for use of a CHIS will last 12 months unless cancelled or 
renewed and should similarly be cancelled when no longer necessary or 
proportionate.  In cases where a CHIS is under 16 the authorisation must  last for 
only 1 month.  
 
Regular reviews of all authorisations must be undertaken to assess the need for 
the directed surveillance or use of a CHIS to continue.  The results of the review 
should be recorded on the central register (see below). 
 
Authorisations can be renewed before the date on which they would cease to 
have effect provided that they continue to meet the relevant criteria.  Judicial 
approval is required for a renewal. The renewal takes effect on the day on which 
the authorisation would have expired and continues for a 3 or 12-month period 
according to the type of activity.  Details in relation to any renewal should also be 
included in the central register. 
 
An Authorising Officer must cancel an authorisation if he or she is satisfied that 
the activity no longer meets the criteria on which it was based.  As before, details 
of this should be recorded in the central register. 
 
 
Communication data 
 
Authorisations and notices for Communication Data will be valid for a maximum 
of one month from the date of Judicial approval. This means that the conduct 
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authorised should have been commenced or the notice served within that month.  
All authorisations and notices must relate to the acquisition or disclosure of 
information for a specific date or period. 
 
Applications can be renewed before the date on which they would cease to have 
effect provided that they continue to meet the relevant criteria.  Judicial approval 
is required for all renewals.  The renewal takes effect on the day on which the 
authorisation would have expired and continues for a 1 month period.   
 
Renewal may be appropriate where there is a continuing requirement to acquire 
or obtain data that will or may be generated in the future. The reasoning for 
seeking renewal should be set out by an applicant in an addendum to the 
application on which the authorisation or notice being renewed was granted or 
given. 
 
 
CENTRAL RECORD OF AUTHORISATIONS 
 
The Council must hold a centrally retrievable record of all applications that must 
be retained for a period of at least 3 years from the ending of an authorisation.  
This should include the unique reference number (‘URN’) of the investigation and 
details of the authorisation, review, cancellation and any renewal.  The date of 
the court order approving the application will also be recorded in the central 
register.  
 
The central record is maintained by Andre Jaskowiak, Senior Solicitor.  Copies of 
all relevant documentation relating to applications should therefore be emailed to  
andre.jaskowiak@rbkc.gov.uk. 
  
SENIOR RESPONSIBLE OFFICER (SRO) 

 

The Act also requires the Council to have a SRO who is responsible for ensuring 

compliance with the Act and Code of Guidance and the integrity of the process in 

place within the authority to acquire communications data. The Chief Solicitor 

and Head of Regeneration Law, LeVerne Parkeracts as the SRO for the Council.  

 

The SRO may, after consultation with the Designated Persons /Authorising 

Officers, make changes to this policy or to the list of Designated 

Persons/Authorising Officers, as she considers appropriate.  

 

REPORTING 
 
The SRO will report on the use of RIPA annually to Members. 
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HANDLING AND DISCLOSURE OF MATERIALS AND DOCUMENTS 

The Authorising Officer/Designated Person should retain RIPA related 
documents for a period of 3 years. However, where it is believed that the records 
could be relevant to pending or future criminal proceedings, they should be 
retained for a suitable further period, commensurate to any subsequent review.  

 
CCTV  
 
The general usage of the Council’s CCTV system is not affected by this policy. 
However, if Council officers want to use the Council’s CCTV cameras for covert 
surveillance covered by RIPA then they must have a RIPA authorisation.  The 
Police, Transport for London (TfL) and the Kensington & Chelsea Tenant 
Management Organisation (TMO) are the only  other organisations  the Council  
permit  to use  Council  CCTV for  RIPA  purposes.  The TMO must liaise with an 
officer of the Council  who  will manage, and be responsible for the surveillance  
aspect of the operation and apply  for authorisation in the usual way. 
 
Where the Police wish to use the Council’s CCTV system for their own purposes, 
they shall seek their own RIPA authorisation in accordance with Sections 28 or 
29 of the Act.  The investigating officer will produce a copy of the authorisation to 
the CCTV Manger who will keep a log of all Police URNs. 
 
 
POLICY FOR THE CONDUCT OF SURVEILLANCE NOT AUTHORISED BY 
RIPA 
 
Following the introduction of the “serious crime threshold” the Council can no 
longer use directed surveillance in some cases where it was previously 
authorised. But, this does not mean that it will not be possible to investigate 
these areas with a view to stopping offending behaviour. The statutory RIPA 
Code of Practice on covert surveillance makes it clear that routine patrols, 
observation at trouble ‘hotspots’, immediate response to events and overt use of 
CCTV are all techniques which do not require RIPA authorisation 
 
It is recognised that in order to protect residents from anti-social behaviour it may 
be necessary for the Council to conduct covert surveillance that does not satisfy 
the serious crime threshold and cannot be authorised by RIPA.   For example, 
graffiti, criminal damage and urinating in public areas can have a real impact on 
the residents. On rare occasions, it may also be necessary for the Council to 
conduct covert surveillance when carrying out a Disciplinary Investigation of an 
employee.   
 
All such surveillance must be carried out in accordance with the Council Policy 
for the Conduct of Surveillance Not Authorised by RIPA at Appendix 2 
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TRAINING 
 
Officers conducting surveillance operations, using a CHIS or acquiring 
communications data must have an appropriate accreditation or be otherwise 
suitably qualified or trained. Authorising Officers will have received 
training that has been approved by the SRO .  
All training will take place at reasonable intervals to be determined by the  but it 
is envisaged that an update will usually be 
necessary following legislative or good practice developments, or otherwise 
every 12 months 
 
THE INSPECTION PROCESS AND OVERSIGHT 
 
The Interception Of Communication Commissioner Office (IOCCO) is 
required to keep the performance of functions under Part I of the Act under 
review.  
 
Office Of Surveillance Commissioners (OSC) keeps the performance of 
functions under Part II of the Act under review and makes periodic inspections 
during which the inspector will wish to interview a sample of key personnel; 
examine RIPA and CHIS applications and authorisations; the central register and 
policy documents. The inspector will also make an evaluation of processes and 
procedures 
 
 
FURTHER GUIDANCE 
 
This policy must be read in conjunction with current Home Office guidance.  .  
 
Full Codes of Practice can be found on the Home Office website 
 
http://www.homeoffice.gov.uk/counter-terrorism/regulation-investigatory-powers 
 
 
Further information is also avialable on The Office of Surveillance 
Commissioners website. 
http://www.surveillancecommissioners.gov.uk/index.html 
 
 
July 2014 
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Appendix 1 
 
PROCEDURE FOR AUTHORISING RIPA APPLICATIONS AND SEEKING 
JUDICIAL APPROVAL 
 
From 1 November 2012 Judicial approval is needed for ALL RIPA 
applications/authorisations and notices.  
 
 
The government introduced this requirement to put a statutory check on local 
authorities and to ensure that powers are only used to stop serious crime. 
 
1 DIRECTED SURVEILLANCE: CRIME THRESHOLD 
 
We can only authorise the use of directed surveillance for the following 
purposes: 
 

• To prevent or detect criminal offences:  
o that are punishable, whether on summary conviction or on 

indictment, by a maximum term of at least 6 months 
imprisonment (See page 5 for examples)  

OR  
o that relate to underage sale of alcohol and tobacco under the 

following legislation: 

• S146 of the Licensing Act 2003 ( sale of alcohol to children 

• S147 of the Licensing Act 2003 (allowing the sale of alcohol to 
children) 

• S147A of the Licensing Act 2003 (persistently selling alcohol 
to children) 

• Section 7 of the Children and Young Persons Act 1933 (sale of 
tobacco, etc to persons under 18) 

 
We cannot authorise the use of directed surveillance for the purpose of 
preventing disorder unless this involves a criminal office, whether on summary 
conviction or on indictment, punishable by a maximum term of at least 6 months 
imprisonment.  (E.g  Affray).  
 
On the RIPA Application form you must: 

1 State you are investigating a criminal offence; and .  
2 Identify the relevant offence and statute which either punishable with 6 

months imprisonment or is related to underage sales of alcohol or 
tobacco. 
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Note: that if it becomes clear during an investigation the activity being 
investigated does not amount to a criminal offence or that it would be a less 
serious offence that does not meet the Crime threshold the authorisation must 
be cancelled. 
 
Lesser Offences 
 
In a case where the surveillance has been authorised to investigate a specific 
offence which meets the threshold but the evidence obtained is used to 
substantiate offences which fall under below the threshold it will be up to the 
court to decide whether to admit the evidence obtained  
 
CHIS/ COMMUNICATION DATA 
 
Conduct or use of a CHIS and obtaining communication data can only be 
authorised where it is necessary for the purpose of preventing or detecting crime 
or of preventing disorder. 
 
 
To obtain legal advice call Bi Borough Legal Services for advice:  
Janette Mullins, Principal Solicitor (Housing and Litigation): 
020 8753 2744 

Andre Jaskowiak, Senior Solicitor, Bi-Borough Contract Law Team: 

 020 7361 2756 
 
2 PROCEDURE  
 

• Obtain URN from .Andre Jaskowiak 
 

• Submit RIPA application and Authorisation to appear in the Magistrates 
Court to Authorising Officer/Designated Person  
 

o Andy Hyatt – Tri Borough Head of Fraud  
o David Page: Bi Borough Director for Safer Neighbourhoods,  
o Claire Rai; Head Of Service, Safer Neighbourhoods  
o Ann Ramage:  Bi Borough Head of Environmental Health 

(Commercial)  

o Valerie Simpson:  Bi Borough Head of Environmental Health 

(Licensing and Trading Standards). 

 

• If approval is granted the form to be signed and dated but the 
authorisation will not be activated until judicial approval is obtained  
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• Complete FORM ANNEX B  
This will contain a brief summary of the circumstances of the case but the 
RIPA authorisation form must contain all the information necessary to 
make application.  

 

• Telephone the court: either Rosie SILVESTER or Nazia KHAN ( Court 
applications department) 020 8700 9345 or 020 8700 9383. Arrange with 
them a date/time to attend. The application will be heard by a district judge 
in chambers. 

 
Court details: 

 
Hammersmith Magistrates court 181 Talgarth Road, London,W6 8DN  to 
arrange a hearing: 
Listing Officer: 020 8700 9350 
List Office Fax: 020 8700 9344 
GL-WestLondonMCenq@hmcts.gsi.gov.uk 
 

• Applications will usually be heard at Hammersmith Magistrates  at 
10:00am and you must be at court by 9:30am to allow the Legal Adviser to 
check the application before it goes to court.  Go to Court Office on ground 
floor and explain you have a RIPA Judicial Approval Application. 
 

 

• Take with you: 
 

1 Original and copy of RIPA Authorisation form 

2 Copy of authority to make application. 

3 2 copies of partly completed Form Annex B  

 

• Hearing 
 

• Sign in with Usher; give him/her the above documents; explain a RIPA 
Judicial approval application and if you wish to swear on oath or Affirm.  
Stand in witness box 
 

• Take, oath or Affirm; identify yourself, name, post, employer 

• Explain you are the investigating officer who has made application to 
AO 

• Identify , the AO, Name and post and give date of authorisation. 

• State that you wish to obtain Judicial Approval for Directed 
Surveillance under S38 Protection of Freedoms Act 2012 and that you 
have partly completed Form Annex B . 

• The Magistrate will consider the following matters:  
 
(a)  that the person who granted the authorisation was entitled to do so;  
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(b)  for directed surveillance that the application meets the crime 
threshold test.  

(c) that at the time the authorisation was granted there were 
reasonable grounds for believing that the surveillance described in 
the authorisation was—  
(i) Necessary, for the purpose of preventing or detecting crime or 
of preventing disorder 
(ii) Proportionate to what was sought to be achieved by it; and  

(d) that there remain reasonable grounds for believing those things, at 
the time the court considers the application. 

 

• Necessity and Proportionality 
 
It is still the case that the Authorising Officer must be satisfied that the 
surveillance is necessary for the purpose of “the prevention or detection of crime 
or the prevention of disorder”.  This goes beyond the prosecution of offences and 
includes actions taken to prevent, end or disrupt the commission of criminal 
offences.  But before authorising surveillance the Authorising Officer must be 
satisfied that officers are investigating an identifiable criminal offence. 
 
The guidance for Magistrates states authorisation will not be proportionate if it is 
excessive in the overall circumstances of the cases.  The fact that a suspected 
offence may be serious will not alone justify surveillance.  
 
No activity should be considered proportionate if the information which is sought 
could be reasonably obtained from other less intrusive means.  The risk and 
proportionality of interfering with the privacy of people not connected with the 
investigation must also be weighed and, where possible, steps taken to mitigate 
it. 
 
The Magistrates’ guidance suggests that following element of proportionality 
should be considered: 
 

• Balancing the size and scope of the proposed activity against the 
gravity of extent of the perceived crime or offence: 

• Explaining how and why the methods to be adopted will cause the 
least possible intrusion on the subject and others; 

• Considering whether the activity is an appropriate use of the legislation 
and a reasonable way, having considered all reasonable alternatives, 
of obtaining the necessary result; 

• Recording, as far as reasonably practicable, what other methods have 
been considered and why they were not implemented.   

 
3 Outcome 

 

• Application granted and will be effective from date of order. 
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• Application refused  

• Application refused AND quash authorisation – but must give the 
Council  at least 2 days notice from date of refusal to allow us to make 
representations.  

 
Court will keep 1 copy of Annex form B and 1 copy of Application. 
 

• Provide Andre Jaskowiak with a copy of Authorisation form and a copy 
of Annex B within 5 days of approval. 

 

• Note review date and provide copy of review/and or cancellation to 
Andre Jaskowiak.  
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COUNCIL LOGO  
 
 
 
 

AUTHORISATION TO APPEAR IN THE MAGISTRATES 

COURT  

 

I,  Name, job title  and council of authorising officer (“the Council”)  am authorised 
by the Executive and the Council as recorded in Part Three of the Constitution of 
the Council to authorise applications under Parts I and II of the Regulatory of 
Investigatory Powers Act 2000 Act  (RIPA). 
 

And by the power vested in me 

 I Hereby authorise  

Name of Officer, Job Title M. 
 

To make application to the Magistrates’ court for judicial approval of RIPA  

authorisations for directed surveillance/communication data (delete as 

appropriate) on behalf of the Council pursuant to Section 223 of the Local 

Government Act 1972. 

 
 
 
_____________________________ 
Name and Job title of authorising officer 
 
 
_____________________________ (Signature of the person authorised) 
 
 
 
DATED MMMMMMMMMMM.. 
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ANNEX B  

 
Application for judicial approval for authorisation to obtain or disclose 
communications data, to use a covert human intelligence source or to 
conduct directed surveillance. Regulation of Investigatory Powers Act 2000 
sections 23A, 23B, 32A, 32B. 

Local 

authority:...................................................................................................................................................

............ 

Local authority 

department:.......................................................................................................................................... 

O ffence under 

investigation:........................................................................................................................................ 

Address of premises or identity of 

subject:................................................................................................................ 

....................................................................................................................................................................

....................... 

....................................................................................................................................................................

....................... 

 
Covert technique requested: (tick one and specify details) 

Com m unications D ata  

Covert H um an Intelligence Source 

D irected Surveillance 

 

Summary of details  

....................................................................................................................................................................

....................... 

....................................................................................................................................................................

....................... 

....................................................................................................................................................................

....................... 

....................................................................................................................................................................

....................... 

....................................................................................................................................................................

....................... 

....................................................................................................................................................................

....................... 

N ote: this application should be read in conjunction with the attached RIPA 

authorisation/RIPA application or notice. 
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Investigating 

O fficer:..................................................................................................................................................... 

Authorising O fficer/Designated 

Person:................................................................................................................... 

O fficer(s) appearing before 

JP:..................................................................................................................................... 

Address of applicant 

department:................................................................................................................................ 

....................................................................................................................................................................

....................... 

Contact telephone 

number:.......................................................................................................................................... 

Contact email address 

(optional):................................................................................................................................ 

Local authority 

reference:............................................................................................................................................. 

Number of 

pages:.........................................................................................................................................................

.. 
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Order made on an application for judicial approval for authorisation to 
obtain or disclose communications data, to use a covert human 
intelligence source or to conduct directed surveillance. Regulation of 
Investigatory Powers Act 2000 sections 23A, 23B, 32A, 32B. 

 
M agistrates’ 

court:......................................................................................................................................................... 

 
Having considered the application, I (tick one): 

am satisfied that there are reasonable grounds for believing that the requirements of 

the Act were satisfied and remain satisfied, and that the relevant conditions are 

satisfied and I therefore approve the grant or renewal of the authorisation/notice. 

refuse to approve the grant or renewal of the authorisation/notice. 

refuse to approve the grant or renewal and quash the authorisation/notice. 

 

Notes 

....................................................................................................................................................................

....................... 

....................................................................................................................................................................

....................... 

....................................................................................................................................................................

....................... 

....................................................................................................................................................................

....................... 

....................................................................................................................................................................

....................... 

Reasons 

....................................................................................................................................................................

....................... 

....................................................................................................................................................................

....................... 

....................................................................................................................................................................

....................... 

....................................................................................................................................................................

....................... 

....................................................................................................................................................................

....................... 
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....................................................................................................................................................................

....................... 

 
Signed: 

Date: 

Time: 

Full name: 

Address of magistrates’ court: 
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 Appendix 2:  
 
POLICY FOR THE CONDUCT OF SURVEILLANCE NOT AUTHORISED BY 

THE REGULATION OF INVESTIGATORY POWERS ACT 2000 
 
 

London Borough of Hammersmith and Fulham 
and 

Royal Borough of Kensington and Chelsea 
 

 
POLICY FOR THE CONDUCT OF SURVEILLANCE NOT AUTHORISED BY 

THE REGULATION OF INVESTIGATORY POWERS ACT 2000 
 
The Regulation of Investigatory Powers Act 2000 (‘RIPA’) provides a statutory 
framework for the conduct of directed surveillance.  It is applicable to local 
authorities in respect of some of the activities in which they may engage and sets 
out formal authorisation procedures and codes of practices, with which local 
authorities should comply.   
 
The Act must be considered in tandem with associated legislation including the 
Human Rights Act (HRA), and the Data Protection Act (DPA) 
 
The Councils have a RIPA policy which is periodically reviewed by Members.   
 
The purpose of RIPA is to protect the privacy rights of local residents but only to 
the extent that those rights are protected by the HRA.  However, a Council may 
only engage the Act when performing its ‘core functions’. For example, a Local 
Authority conducting a criminal investigation would be considered a ‘core 
function’, whereas the disciplining of an employee would be considered a ‘non-
core’ or ‘ordinary function. 
 
In addition surveillance may only be authorised under RIPA when investigating 
criminal offences which are punishable by a maximum term of at least 6 months 
imprisonment  (“the serious crime threshold”).   
 
The council has an obligation to deal with Anti-social behaviour (ASB) which 
involves the day-to-day incidents of crime, nuisance and disorder that make 
many people’s lives a misery. This varies from vandalism, to public drunkenness 
or aggressive dogs, to noisy or abusive neighbours.  
 
The Victims of ASB can feel helpless and in many cases, the behaviour is 
targeted against the most vulnerable in our society. Even what is perceived as 
‘low level’ anti-social behaviour, when targeted and persistent, can have 
devastating effects on a victim’s life . 
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To enable the Council to support victims it is recognised that it may be necessary 
for the Council to conduct covert Surveillance that does not satisfy the serious 
crime threshold and cannot be authorised by RIPA.   
 
In addition the Council as Licensing Authority’ may need to carry out surveillance 
of licensed premises in order to promote the four licensing objectives, within 
licensed 
 
On rare occasions it may also be necessary for the Council to conduct covert 
surveillance when carrying out a Disciplinary Investigation of an employee.   
 
When considering covert surveillance that is outside of RIPA the Council will, 
none the less, have regard to the Council’s RIPA policy, the Directed 
Surveillance Code of Practice and the OSC Procedures and guidance.  
 
Surveillance must not be authorised under this policy if there is any likelihood of 
acquiring confidential information.  
 
 
 
PROCEDURE 
 
 

• A Council Officer seeking to carry out surveillance outside of RIPA will 
complete the form attached to this policy  

 

• In completing the form the officer will have regard to the Council’s RIPA 
policy and address the issues of Necessity and Proportionality and 
“collateral intrusion”. 
 

• The form must be passed to a Council Authorising Officers who is 
empowered to authorise applications made by staff of  both Councils. 
 

• The Authorising Officer will consider the application and will decide 
whether or not to authorise the surveillance applying the principles set out 
in the RIPA Policy. 
 

• The Non RIPA surveillance must not begin before the date the application 
is signed by the Authorising Officer. 
 

• The authorised application form must be forwarded to the Bi-Borough 
Legal Services  RIPA co – coordinator Andre Jaskowiak Senior Solicitor,  
(andre.jaskowiak@rbkc.gov.uk)  who will keep a central record of all Non 
RIPA surveillance.   
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• A monthly review of the authorisation will be conducted to assess the 
need for the surveillance to continue.  The Officer with conduct of the 
surveillance will submit a review form to the Authorising Officer. The 
results of the review should be recorded on the central register 
 

• Non RIPA surveillance will last 3 months unless cancelled or renewed 
and must be cancelled when no longer necessary or proportionate.   
 

• An Authorising Officer must cancel an authorisation if he or she is satisfied 
that the activity no longer meets the criteria on which it was based.   
 

• The Director of Law in conjunction with the RIPA Coordinator is 

responsible for ensuring compliance with this procedure and will report on 

the use of Non  RIPA surveillance annually to Members. 

 

July 2014 
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Appendix 3 Forms 
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Section 113 Agreement 


